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BLOCKCHAIN 1.0

First concept of decentralization

Focus on cryptocurrency

Emergence of cryptocurrency wallets, mining rigs,
mining software and decentralized blockchain

computer

Notable projects: Eth'H
ECash (by DigiCash 1983)
Bitcoin (by Cypherpunks 2009)



BLOCKCHAIN 1.0 APPS

Constraints:
e Limited Transactions types
e Limited Data Types

e Small data storage size

Mitigation:

e Compute functionality off-chain



BLOCKCHAIN 2.0

Emergence of Decentralized Code (Smart Contract)

Mass adoption of Decentralized Applications (dApps)

Notable projects:
Ethereum (Blockchain by Vitalik Buterin 2013)

Uniswap (ETH dApp by Hayden Adams 2018) }2‘{
fo\‘



ETHEREUM NETWORK

Node €&——>» Node
7 Node \

Node <€—¥» Node (/) Node

Node

e Each Node stores a portion of the blockchain
and runs the EVM to execute code from Smart
Contracts

e Ethereum Validators receives data from the
Nodes and adds new blocks to the blockchain



Application Laver

Extended Techniques

Mix Protocol Payment Network Cross Chain Swap

Sharding Lightweight Client

[ndustrial Applications

Cloud Computing Big Data loT eeeens

Contract Layer

Transaction Scripts Smart Contracts

Incentive Laver

Incentive Mechanisms

Consensus Layer PoW PoS DPoS PBFT veenns
Data Layer Chain Directed Acyclic Graph | «eeee
Network Layer P2P Network




ETHEREUM QUICK NOTES ‘

First Decentralized Blockchain with Smart
Contracts (Turing Complete)

Programs run on the Ethereum Virtual Machine
(EVM)

Ether is the native token used to pay for
transactions (Gas Fees)

Largest adopted blockchain for dApps and
largest community support

Solidity is the most popular coding language



Total Value Locked All Chains

Others: (8.56%) —

Solana: (0.8%)
Base: (0.96%) —
Mixin: (1.02%)
Avalanche: (1.28%) —
Optimism: (1.69%)
Polygon: (2.01%) —
Arbitrum- (4 46%)

BSC: (7.38%)
Ethereum: (54.64%)

Tron: (17 2%)

Protocols ¢+ Active Users ® = TVL 2 Stables 3 Mcap/TVL 2

Ethereum 912 $21.18b $66.409b
Tron 25 $6.665b $44.57b
BSC $2.86b $5.005b
Arbitrum 120,979 $1.73b $1.658b
Polygon 295,951 $780.31m $1.299b
Optimism 68,756 $655.24m $581.65m
Avalanche 28,300 $496.54m $1.224b

$394.16m $46.93m

Sept 23, 2023

DeFi Llama Base $370.29m $116.3m

Solana $310.43m $1.521b




ETHEREUM NETWORK (SEPT 2023)

Ethereum today

The latest network statistics

TOTAL ETH STAKED

The total amount of ETH currently being staked and securing the network.

2519M -

TRANSACTIONS TODAY

The number of transactions successfully processed on the network in the last 24 hours.

1.022M -

VALUE LOCKED IN DEFI (USD)

The amount of money in decentralized finance (DeFi) applications, the Ethereum digital
economy.

$48.34B -

Sept 2023
ethereum.org

NODES

Ethereum is run by thousands of volunteers around the globe, known as nodes.

7,875 ¢




ETHEREUM STATS (SEPT 2023)

Showing the last 30 days 07 Sep 2023 - 06 Oct 2023

BLOCKS View Details VALIDATORS View Details

Blacks produced on the Beacon Chain. The number of validators being run on the Beacon Chain.
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ETHEREUM STATS (SEPT 2023)

Ethereum in numbers

AK+ 53.3M+

built on Ethereum © Uik (wREeRhar -
Ethereum @

$410B 1.022M

Value secured on Ethereum @ Creator earnings on Number of transactions

Ethereum in 202

Sept 2023
ethereum.org



ETHEREUM TIMELINE

Roadmap to
Ethereum 2.0

The Merge

PoS replace I PoW

We Are Here!
Beacon Chain Py

Sharding
Proof of Stake (PoS) e

2023 -2024

Ethereum

1.0

Sept 2023
https://content.bitazza.com/eth1-0-2-0/

Ethereum

2.0




Blockchain Development



FULL STACK



Frontend

ReactdS
Sass
AXi0S
Storybook

FULL STACK EXAMPLE

<“—r

Backend

ExpressJS
Prisma
Open API

+“—>

Database

PostgreSQL



BLOCKCHAIN FULL STACK

Frontend 4—r Backend 4 > Database

~ ]

Blockchain



BLOCKCHAIN
ETHERSJS EXAMPLE

ReactJS
EthersJS
Metamask
Sass
AXios
Storybook

Frontend

Hardhat

The Ethers Project

ExpressdS
Prisma
Open API
EthersJS

Backend

I

Blockchain

Hardhat

EthersJS
Solidity

OpenZeppelin
Waffle
Mocha
Chai
Etherscan

FULL STACK

PostgreSQL

4+—r Database

e



BLOCKCHAIN
WEB3JS EXAMPLE

ReactJS
Web3JS
Metamask
Sass
AXios
Storybook

Frontend

C TRUFFLE SUITE

ExpressdS
Prisma
Open API
Web3JS

Backend

I

Blockchain

Truffle
Ganache
Web3JS

OpenZeppelin

Solidity

Mocha

Chai
Etherscan

FULL STACK

PostgreSQL

4+—r Database

e



MINIMAL DAPP

Frontend 4+—r Blockchain



DECENTRALIZED APPS

Auditability (Open sourced code)
High availability (Distributed)
Transparency (Open transactions)
Neutrality (Decentralized Governance)



BLOCKCHAIN INTERACTION
TECH COMPARISON

FEATURES ETHERSIJS WEB3JS
Community o
Code readability ®
Package Size ®
Well tested ®

Tutorial Materials PS



REMIX IDE

e Alearning platform for developing, deploying and

administering ETH Smart Contracts.

@& REMIX



Variables

admin

Functions

constructor

deposit

withdraw

Events

Deposit

Withdraw

PIGGY BANK CONTRACT

address

(@dmin: address)

(receiver: address, amt:

uint)

Admin of the Contract

Sets the admin

Deposit ETH to piggy bank.

Admin withdraw ETH to any address

(depositor: address, amt: uint) A deposit has occurred

(receiver: address, amt: uint)

A withdraw has occurred



WHAT ARE SMART CONTRACTS?

"a set of promises, specified in digital form,
including protocols within which parties
perform on the other promises.”

-Nick Szabo (1990s)

Definition has changed since the invention of
Bitcoin (2009). Smart Contracts are not smart
nor are they legally binding.



SMART CONTRACT DEFINITION

Computer Programs: code that can run

Immutable: when code is deployed to blockchain, it
cannot change

Deterministic: given the context of the execution
transaction and blockchain state, the outcome can be
determined

EVM Context: can access all smart contracts' public
data state, executing transaction's context and
information about recent blocks

Decentralized World Computer: EVM runs as a local
instance on every node. All nodes combined to form a
single "world computer”




SMART CONTRACT ADDRESS

e Each deployed smart contract has an address
calculated via opcodes:

e« CREATE (old version) or
e« CREATE?2 (Can be pre-calculated): keccak256(0xff,

deployerContractAddress, salt, keccak256(init_code))
[12:]

e No private keys associated
e Smart Contract Creator receives no special privileges

at protocol level



SMART CONTRACT DELETION

Smart contract code can be deleted via
SELFDESTRUCT opcode (must be manually coded in)
Code is removed from internal state storage from its
address

Deletion does not remove its transaction history

All smart contract's ETH will be sent to a specified
address

Deletion transaction sender will receive gas refund



ABI

e Application Binary Interface, a bridge
between OS and user programs (2 program
modules)

e Defines how functions and data structures
are accessed in machine code

e Defines how to encode and decode data
from machine code



EVM ABI

e Fach smart contract has an associated ABI
e Encodes smart contract calls and read

transaction call data
e A smart contract's ABI is represented as a

JSON array of function descriptions and
events



SMART CONTRACT DEPLOYMENT

Compile Smart Contract into Bytecode and
Opcodes.

l

Using an EOA, submit a special "Contract Creation”
transaction with the Bytecode to address 0x0...0.
Wait for it to be validated.

l

[Optional] Verify the Smart Contract on a block
explorer (most popular is Etherscan)



Special Bytecode called EVM Bytecode

Solidity Code Compiled to Bytecode

pragma solidity 20.5.0;

contract HelloWorld {
function printHelloWorld () public pure returns (string memory) {
return 'Hello World';

608060405234801561001057600080fd5b50610139806100206000396000f3fe608060405234801561001 OS?EODOBDdeb
22%)041351 061 00d85?6000357cﬂ1 806339a7a




PARSING BYTECODE INTO OPCODES

0x6001600101

06001 0x6001 Q=01

Start \ »  PUSHL Ox01 »  PUSHL 0x01 > ADD l » End




EVM SMART CONTRACT LANGAUGES

EVM code generation

Solidity sou rce‘J Viper source J LLL source J

Solidity compiler Viper compiler LLL compiler

|

Ethereum virtual machine code




EVM SMART CONTRACT LANGAUGES

Declarative Language: functions express the logic of a

program but not its flow. There are no changes of state
outside of a function. Ex: Haskell, SQL

Imperative Language: functions combine logic and flow
of a program. Ex: Java, C++

Hybrid: combination of above. Ex: Javascript, Python

LLL: Declarative Language, Lisp-like syntax, rarely used
Solidity: Imperative Language, Javascript + Java like
syntax, widely used (Course will use Solidity)

Vyper: Imperative Language, Python like syntax,
moderately used




CODE EXECUTION

code

Solidity sourceJ

v

(Solidity compiler)

Solc

\

EVM code J

virtual machine

EVM

Ethereum Virtual Machine

runtime system
(process)

software

Ethereum node
(Geth, Parity, ...)

hardware

Physical Processor
(x86, ARM, ...)




EVM

Execution model

EVM
EVM code
i instructions
¥ Stack Memory
pushfpnp.-’ —

random
access

Gas avall

(Account) storage

|

random
access




EVM

EXxception
EVM
invalid
jump destination EVM code
L)
|
invalid
I instruction
Stack Memory
PC operation — —
—
Gas avalil
% :: : Storage
out-of-gas stack underflow
—_—




EVM

EVM
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UNVERIFIED SMART CONTRACT

Verifying is done by sending the data used in the
Contract Creation Transaction, source code of the
smart contract and smart contract metadata to the
Block Explorer. The Block Explorer will then
compare the bytecode to the deployed smart
contract.

R o

MyContract.sol

‘ SOLIDITY
= Ownable.sol ——

hytecode th_getCode (™ -+ -BZBICH4A
\x\\\\\‘ Recon1ple e S Y S e l
JOUDURU JLDOUUR IDLUVDE
0971162000095
'g.::r-_. 100069
e ) Ox60806040526004361062

= ERC20.sol

Co |Il

tings

Sept 23,2023
ethereum.org



UNVERIFIED SMART CONTRACT

Metadata file Unverified Bytecode

{

war  Eveens

“compiler”: { “version”: "@.8.4+commit.cTed74f2" },
“language”: "Solidity”,
“output®: {
/7 Application Binary Interface (ABI) describing how to interact with the contract,
/7 and what functions and parameters are available.
“abi": [
{
“inputs®: [1,
“"name”: “retrieve”,
"outputs™: [
{ “internalType”: “uint256", “name”: ™", "type": "uint256" }
1.
“stateMutability™: “wview",
“type”: “function™
).
{
“inputs®: [
{ “internalType": “uint256", “name”: “num", “type”: “uint256" }
1
“name”: “store”,
“gutputs™: [1,
“stateMutability™: “nonpayable”,

Metadata appended to Bytecode

Bytecode of 0x00878Ac0D6B8d981ac72BA7cDC967eA0Fact2df4 (Gorli)

608860485234861561001057600080Fd5b5051012f80610020600039600013feb080604052348015606157600080fd5b506004361060325760003560e01cBO632e64cecl11460375780
636857361d146851575b600080Td5b603d6G69565b6040516048919068c2565b60405180910390T35b6067600480360381019060639190608F565b6072565b005b6000805490509056
5bB26A0AE190555050565b6000813590586089816025565b92915050565b60006020828403121560a0857600080Td5b60BR6RacB84828501607c565b91585092915650565b60bc8160db
565b82525650565b600060208201905060d5600083018460b5565b92915050565b6000819050919050565bbBec8160db565b811468F657600080Fd5b5056F2a2646970667358221220
€@19e4614843d8adc295c3046ba5142c683ab30%adeefl71f330c51c38F1498964736f6c63430008848033



VERIFIED SMART CONTRACT
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Compier Veras w0. 5. 1T +commit d15bba13 Onher Setmings: istanbul Evmiversion, MIT koense

B Contract Source Code (Solidty) m
oan
e m

*ubwitred for verificorion ot Evhersoon. i on JRN -6 -8F
. r

3
H
3
2
% pragea colidity “8.%.8;

6 pragra ewperisencal ARLERLoSerYl:

T

B

-

W gricle Sofosth

11 * ooV MOtA opEraTIONE WiTh SOYeNy CRETRS TAGT CAMOM N ervoe
iz W

13" library Safesach |

4%

me £

- * ey Mulriplies Dep nembers. Throws on over)low,

ar L

mr function mul {sist?%h a, uine2is B} istcrmal pure reterns (uint2se cj {

W #¢ Gos cptimisution: thds iz chooper thoe czsorting ‘o’ not being sore, But the

e /i bemnfie axt if ‘B’ 5 elss Evsted,

i A4 See: herps:/Agivkad con/Openteppe [ iafapenaegeet in - selidiny/pel L/52F

a2 if (& L

a1

2 ¥ -

o b1
B Contract Security Auwdit

& QM Contimt Seeuity Acell Subvsited  « Submit Audit Mere

= Contract ABI ﬂ n

"ramIrRLUAR]" oyt L tsrdegT ), i

[{"inpars™: [{"isternal Type™ " striag”, "nare™ t"same" "type " "string™|.{"internal Type" :"suring”, "mare™ t"symbol ™, "type™:"suring" . {"intersaltype " "suring™ “nane’
{*irtornsl Type®:"ptring®, "nang® ; tokoni®EProd ix®, “type™: “etring},

i T gt o T 3 ™ T T PR E IR T PR L HL It e
[ "dndawed” strue, “internal Type" ; "addrens”, "name™;*_swner®, “type”: "addrass” ), { "indeend " tree, “internal Type” s "addrass ", “name” " _gperater” . “iype” i “addrass”l,
" indened”: false, “interaal Type® "Bosl ", "same™:"_approved™, “type:"boal" )], “nime" i "Apsrevalkarall” , "tyse™: "event "}, “snonymoui :falae, " Leputs®:

TIYRE" ! TEORTFUETER " | | " aneryRaus™ 1 FalLe ~iRpETSTY

{*indencd®: false, “internal Type®:
[{"indened” tvrue, "interma

‘addrezn®}] . “namc™: “wnorchipTransderred”, “type” i “ewent” }. { “ancrymoss * :fales, “irput
[{"indexed” :false, " invernal Type” : "uine2sd"™ , "name™: "takenid™, “type™  "ulntdsd™ ], { "indeved" :false, "inneraal Fype": "sddress] |, "nane " "recipients”, “type” -"address] ] "),

.

o rmtoncot

CONDGRSRSZ BTN LG I0000 1 1 T00NI (s bs040% DEID0N LI B 50G 100 15 9: 8 1150 10060400 1 90 2620000 14916 T000SNILEL DS S LI N1 41 1306 IIEYHE 10111 37O E I bLEOL GO SR B GBI 1 1A TR TR ST
el ol 1 8 D L Bl e 100 10 T T 8 1 T Dol T O el | R0 3 D D0 A T DR T T 0 20 e el He s b Tl 1018 1 LEHE LT TR 10405 I 1 S 0S00RRER0T T Sbadi T Rc s 1059141 18 21 .
ABadi FEA14ATIITI2s Baaf £ 1B4 DBLF CAL4S TolS0N902 140E NI0H 30 HIM0:e L0 1 LI Lo ] b0 14 35001 Te LEL L bLOBYLI0] LOo0 158 16 082 L1 1640L BEDL 1E2600 1 | FHOLES 1508 2 BESBL GG TSN o4 LEAFL L 5.1 610001 251 40038

i 1200817 I S e bR R TR 1AL

19062000 1 Te Sl Sh! 124 seB. 100 1000 L Gl ek b P20 2 S LEBG 5D 300 00 Lo06 BC b Bl Bebe k Lndpd 1600 L
DR0RTFRLBOE BRI P T LB T 1T 0 WL RSBl TROR Ll LD LEGRL R8s DL EF BEI BT | E i b A0 JOBE T s o LALNG 30 TR0R LEL I TR B A b A L L D0 LR T 00 |0 10 4 B0 ERc BT 20 1L FRBRI I LEL LA EL DRI ] HEAD 1T L0010 1L
EFTESET AFuS RS T Apba0 T b 009 T ] SRR 0AEN: 1R40 PR A1 G400 101 DETA T L RGEEHI0% 16 00002 109 19 1905 2000L 50505 5004 1 SRS LR 1 S0u T IeaeTa1545 H BRI SPORI L1 8 1 SE 000 Ih S P RS 1A 220 1R

2000 w3 DEL %2 (PR ] 6 002 WP 000G 1R D00 S TR 12 KRO ] R0G00 160 L L0000 119 ] S600FREL S ] GOIIN 1PN I LOLIPRT ORO A G f LOL R L TR G LS 11RO S ORI IO R L 6RO HIRRRIS R I 5k 100 13046 L TR 19O6QTRL
d! 323F. E 150 IR0 ST LEAEA01S0II00 1A TESES 1040 1 Re dibe bIEEL

EHOSELISE LLONLE ] B0a0] BRIEI IS0 TT4TA1c 1202 50b Fatdec S L L0 160085 Doads JINI ol
52 A L O P SO 1 B D0 ] 0 16030100 1 LEADRUSIEL 5 SOD TR LERR L 5 Do R PR IREIELER Y 119 100001 §THIS SR b D00 G ] 00 16030158 1 5L b 01530 TERLR S L0 26 B0 0005 LEA 1 5 G001 Y i 0L A T 1 B 4 50

DLODE G001 030 1 B0IE L LA400TI0E ] 3 10008 1903 005 E0RIRA 00T L L3P0 1 el Ha i D000 K1 L0011 0 L5410 1001051 LA00 rraeafoll LERFININ00 1002000 1 1570 160 {19 165180011 783 vl

00 Deployed ByteCode Sourcemap



READ DATA FROM SMART CONTRACT

Reading from a verified Smart Contract on Etherscan

Transactions Internal Txns Erc20 Token Txns Erc721 Token Txns contract @ Events Analytics Comments

(D) Descriptions includad below are taken from the confract source code Na

ac. Etherscan does not provide any guarantees on their safaty or accuracy.

[ Read Contract Information

1. balanceOf

&+
_owner (address)
Query
2 balanceOfBatch & >
3 contractURI &+
4. creators & =
5 fees &

A netFasRne



WRITING DATA TO SMART CONTRACT

Writing to a verified Smart Contract on Etherscan

account (address)

6. renounceSigner



SMART CONTRACT PLANNING

Smart contracts cannot be changed after it has
been deployed!

They should be thoroughly planned out before
coding.



SMART CONTRACT
UPGRADABLE

Actually, there's a work around. We can have a
proxy smart contract the maintains code
versions via another smart contract.

Certain rules apply, and there a limit on what
could be changed.



Admin

.ll or

DAO

Upgrade to V2

Call contract functions

Server

<CONTRACT>

</conTRacT>

Proxy Token
Contract

Store values

<CONTRAcCT>

</conTRacT>

Key-value
store

.transfer ()

<CONTRACT> V1
</conTRacT>
ERC20 Token
<CONTRACT> V2
Execute functions
‘\
</conTRacT>

.transfer ()
.mint ()

Mintable ERC20

Token

balances|[]
allowances]|]



SMART CONTRACT PROPERTIES

Property Description
Native Token ETH owned by the
Balance smart contract

Data stored in the
Data State variables via
transactions

Low Level compiled
Code bytecode that could
be executed




EXAMPLE SMART CONTRACT

pragma

import "hardhat/console.sol";

nt Withdrawal(uint amount, uint when);

nstructor{uint _unlockTime) payable {
reguire
block.timestamp < unlockTime,
"Unlock time should be in the future”

unlockTime _unlockTime;
owner = payable(msg.sender);

nction withdraw() public !
console.log( "Unlock time is %o and block timestamp is %o, unlockTime, block.timestamp);

reqguire(block.timestamp »>= unlockTime, “You can't withdraw yet");
require(msg.sender == owner, "You aren't the owner™);

owner.transfer(address(this}.balance);




EIP

"Ethereum Improvement Proposals (EIPs)
describe standards for the Ethereum platform,
including core protocol specifications, client
APls, and contract standards."”

-https://eips.ethereum.org/



EIP TYPES

EIPs are separated into a number of types, and each has its own list
of EIPs:

e Standard Track (500)
e Core (189)

e Networking (13)

e Interface (42)

e Meta (18)
e Informational (0)


https://eips.ethereum.org/core
https://eips.ethereum.org/networking
https://eips.ethereum.org/interface
https://eips.ethereum.org/erc
https://eips.ethereum.org/EIPS/eip-20
https://eips.ethereum.org/EIPS/eip-137
https://eips.ethereum.org/meta
https://eips.ethereum.org/informational

TOKENS

Many tokens are created using the ERC Smart Contract standards.
Tokens can represent ownership of currencies or digital assets.

3 popular types of tokens:
e Fungible: Each commodity has the same value (Ex. Fiat Currency)
e Non-Fungible (NFT): Each commodity is unique (Ex. Driver's
License)
e Semi-Fungible: Each set of commodity is unique (Ex. Pokemon
Cards consisting of 5 Pikachus and 10 Charzards)

These tokens have widely accepted ERC standards:
e ERC20: Fungible (Ex. Any token on Uniswap, except ETH)
e ERC#21: NFT (Any token on Foundation NFT)
e ERCI1155: Semi-Fungible, also known as "NFT" by the general
community (Ex. Some tokens on Opensea)



pragma solidity "09.4.24;

J

@title ERC2@ interface

* @dev see https://github.com/ethereum/EIPs/issues /20
interface IERC2@ {

function totalSupply{) external view returns (uint256);

function balance0Of({address who) external view returns (uint256);

function allowance{address owner, address spender)

external view returns {uint256);
function transfer(address to, uint256 walue) external returns (bool);

function approve{address spender, uint25%6 value)

external returns (bool);

function transferFrom(address from, address to, uint256 value)

external returns (bool);

event Transfer(
address indexed from,
address indexed to,

uint256 value

e

event Approval(
address indexed owner,
address indexed spender,

uint256 value

e




ERC721




ERC1155

ragma solidity »=8.6.2 <0.8.8;

import "../f..fintrospection/IERC165.501";

interface IERC1155 is IERC165 {

event TransferSingle(address indexed operator, address indexed from, address indexed to,

event TransferBatch{address indexed operator, address indexed from, address indexed to, uint2

event ApprovalForAll({address indexed account, address indexed operator, bool approved);

event URI(string value, uint256 indexed id);
function balanceOf{address account, uint256

accounts,

id) extern

uint256[]

pint256 id, uint256

al view {uint256);

bool approved) external;

amount,

s to, uint256[] ids, uint256[]

s6[] ids,

uint256 id, uint256 value);

uint256[] values);

data) external;

amounts, data) external;




KNOWING THE ECOSYSTEM

In blockchain, using deployed smart contract
code and platform standards is encouraged
because:

1.Avoid redundant development work

2.Security Audits and Testing already done

3.Lower learning curve for both Users and
Developers due to similar Smart Contract
APIls

4.Incorporate the larger amount of users and
assets held by established dApps into a new
dApp



KNOWING THE ECOSYSTEM

DeFi Example:

e« ERC20

e Uniswap provides liquidity and facilitates
trades for ERC20 tokens

e« Web3 Startups make staking pools to
incentivize people to provide liquidity to
Uniswap for their token

e Staking Aggregators auto compound the
staking rewards to earn a high APY

e Web3 Insurance offers automatic payout for
Staking Aggregator smart contract hacks



SOLIDITY

Strongly Typed

Object Oriented (Inperitive)
Similar to JavaScript and Java
filename.sol

Current Version (Sept 2023): 0.38.21



SOLIDITY VERSION

Semantic Versioning:
MAJOR.MINOR.PATCH

Major: breaking changes

Minor: backwards compatible changes
Patch: backwards compatible bug fixes

Versioning is for choosing "solc" version
The bare min dev setup is a "“solc" and a
text editor



FUNCTION VISIBILITY AND
TYPES

Function can only be called from other
external
contracts
: Function can only be called from the current
internal
contract
. Same as internal but additional not visible to
private

derived contracts

ublic Function can be called internally or
P externally
View Additional Type. Function does not write

data and only returns data

ure Additional Type. Function does not read or
P write data, only returns data

avable Additional Type. Function call may also have
pay Ether attached

. Additional Type. Function overrides an
virtual . . .
inherited function.




MODIFIERS

contract Mutex {
bool locked;
modifier noReentrancy() {
reguire
'locked,
"Reentrant call.”

locked = true;

ic noReentrancy returns (uint) {
. sender.call(™");

When a function uses a modifier, the functions
code will be modified, as if the code is moved to
where the  is



VARIABLE VISIBILITY AND TYPES

ublic Data can be accessed externally and
P internally. Also, getters are auto generated
- Data can only be accessed within the
internal . S
contract. NOTE: Data is still visible.
rivate Same as internal but not visible in derived
P contracts. NOTE: Data is still visible.
string A list of characters
bool true or false
int Positive or negative number. No Decimal
uint Positive number. No Decimal
address Unique identifier for accounts and contracts
enum User defined type




REF TYPES

arrays Fixed or dynamic sized lists
structs User defined type
MaDDbIN Hashmap with bytes, strings
PPINg or enum as keys to any value —
1775 1776 1777
uint Positive number. No Decimal oo 8 N
11176 25
Unique identifier for accounts
address
and contracts
enum User defined type
bytes bytes array

struct

user defined data containers




BUILT-IN FUNCTIONS @@

keccak256, sha256, sha3, : .
hashing algorithms

ripemd160
ecrecover recover the signing address from a signature
this reference to the executing smart contract

delete the executing contract and sending

Ifdestruct
selfdestruc away containing ETH




TIME UNITS

NOTE: TIME IS STAGGERED BY BLOCK
INCLUSTON AND IS NOT CONTINUOUS

seconds 1
minutes 60 seconds
hours 30600 seconds

days 306400 seconds




ETHER UNITS

wel 1
szabo 10712 wei
finney 1016 wei
ether 10**18 wei

leX X




DATA LOCATION

Temporary store, lifetime

Memor o :
Y Is limited to a function call
Storage Global data store
Same as Memory but can
Calldata only be used in function

parameter declaration

High address

Low address

stack

heap

Unitialize data

Initialized data

text




MESSAGE CONTEXT

msg.sender

Address that called the smart contract
function. Can be EOA or Smart Contract
address

msg.value Amount of Ether attached (valued in wei)
msg.data Data payload of the smart contract call
: The function selector, which is the 1Ist 4 bytes
msg.sig
of data payload
R ini ly. DEPRECATED,
TSGR emaining gas supply REC

replaced with gasleft|()




TRANSACTION CONTEXT

gas price in the calling

tx.gasprice :
9asp transaction
address of original EOA
tx.origin for the initiating

transaction. UNSAFE




BLOCK CONTEXT

block.coinbase

Recipient address of the current block's
reward fee

block.randao

Random number generated by Beacon chain

block.gaslimit

Max gas all transactions in a block can spend

block.number

Current block number

block.timestamp

Timestamp of when the current block is
added to the blockchain




ERROR HANDLING

assert

Revert if given statement is false

require

Revert if the given statement is false, with an
optional error message

revert

Revert the execution




m Internal Txns State Comments

(3 Transaction Hash: Ox67ec3acc5274a88050d1e7%9e9bod4c2c3d5e0e3ba3ec33b32desf3fdb3bsa2ss (0
(3 Status: © Fail

(3 Block: @ 5602146 12739659 Block Confirmations

(® Timestamp: (® 1979 days 19 hrs ago (May-12-2018 06:33:58 PM +UTC)

# Method: Quick Convert

& From: 0xfBd28a75d7503CCobo34878673a1BFc13831ae6f (O

@ To: 5 0xC6725aE749677f21E4d8f85F41cFBEDE49b9D029 (Bancor: Converter #3) (O A

Warning! Error encountered during contract execution [Reverted] &

& value: # 0.073619703694185916 ETH $11414 -[CANCELLED] @
(%) Transaction Fee: 0.002209125ETH $3.43

(& Gas Price: 5 Gwei (0.000000005 ETH)



EVENTS ClI|l=

e Similar to calldata, stored on chain as a
history record, but not as state data

e Used to announce data in a pub/sub like
model



QOverview More Info Multi Chain

ETH BALANCE PRIVATE NAME TAGS MULTICHAIN ADDRESSES

$0ETH + Add 2 addresses found via Blockscan
ETH VALUE CONTRACT CREATOR

$0.00 Bancor: Deployer 2 (D) at txn 0xa7b634d766900a58...

TOKEN HOLDINGS
$0.28 (11 Tokens) - =

(]
Transactions Internal Transactions Token Transfers (ERC-20) Contract Analytics Comments

15 Latest 25 Contract Events

Tip: Logs are used by developers/external Ul providers for keeping track of contract actions and for auditing Q
Txn Hash Block Age Method = Logs
0x47729b9059924327.. 5769020 %7 1950 days 6 hrs ago 0xi08430a3 > Conversion (index_topic_1 address _fromToken, index_topic_2 address _toToken, index_topic_3 address

topic@®] Oxceelle282037fda63de72c4cf7955088112510b046cda38c12c47862¢1785e7b %
topicl] @xee8000d00000090000000008c0820421c1d260bd3cb3edflb6cfe2d52db2ce315
topic2] exeesecedooeoee200000000081573defb3f12d6801f244b4cedT7794d72a7ff1c
topic2] exsopeoadsceRee3220220880af28boeT13a33f51fa38792d2afaf1cd30330126a

@ quickConvert(address|...

—_ =

Hex ~ —»  ©80020008000000000800C20000000000000000000000000000823d175255bd32

Hex ~ =%  @OOSE2G00H0098C0006000008600000000000HR000000886014b720d16433560

Hex « = [elalelaleleleleleletoleleletatalcleotobatate I Tl Tl lelalalalelallalete e fuletal cle Lefebedatalstc o ata T s o Tod e Tl

Hex ~ =» OROQER2AE0EHRAEECRR0GCR0ACEERE0EELARAARRaShS1eb3@RCc1BdCSEB82CRO30

Hex ~ =  ©300220880002R0800B00C200E000000PB00885Tdo4alalalb233f1bf48dT75e0



CALLING OTHER CONTRACTS %@

Call a reference instance of the smart
contract

Instance Call

Low level call function to customize message
gas, error handling and other parameters.
msg.sender is changed to the address of the
calling smart contract

call

Same as call, but the execution context is

delegatecall i
the calling contract




TIPS ON SAVING GAS

avoid dynamically sized arrays
avoid calls to other contracts
minimize blockchain data updates
estimate gas costs



GAS COSTS

Gas Stack

top, bottom

MUL

SUB

D
ADDMOD a, b, N => (a+b) %N
MU ) 3 F > (a*b) XN
EXP b => a ** b

SIGNEXTEND , X => SIGNEXTEND{x, b)
invalid

LT

GT

Mem / Storage




EIP-1559

World state

Contract account

EVM code

Externally message
owned account

refund

Sept 2023
ethereum.org

EIP-1559

Gas Cost = base fee + tip

Refund = max fee - (base fee + tip)



BASE FEE CHANGE

e Tips are awarded to Validators to include transaction
into a block

e Base Fee ETH is burned

Last Block Capacity Change of Base Fee
Exactly 50% full No change
100% full 12.5% increase
Between 50% and 100% < 12.5% Increase
Between 0% and 50% < 12.5% Decrease
0% / Empty 12.5% Decrease

Sept 2023

docs.alchemy.org



BASE FEE CHANGE

Tips are less relevant as Base Fees exponentially increases

What you pay

Without With This
/" 1559 1559 number will
' still go up
and down
You
overpay \_ //
because ) /
the auction '

mechanism
is the
worst.

Transaction fee
Based on Demand
alone.

Ethereum Transaction
Fees

Sept 2023
hackmd.io/@tvanepps/1559-wallets



GAS LIMIT

Consider this lottery smart contract code:

if(lotteryDrawerCount 1= 100) {
lotteryDrawerCount—+ —+;

} else {
**calculate winner via complex calculations**

}

What will happen when | submit my transaction at
lotteryDrawerCount = 997



GAS UNITS

Denommatmns

1,000.,000,000,000 10A12

= ommmomeone o
(| soomommnmoomion | o2t
1,000,000,000,000,000,000,000,000
1,000,000,000,000,000,000,000,000,000
1,000,000,000,000,000,000,000,000,000,000




More resources Used:
https://coinsbench.com/about-evm-opcode-gas-ethereum-accounts-9f0896f09d04
https://ethereum.org/

https://hardhat.org/

https://docs.ethers.io/v5/

https://www.openzeppelin.com/
https://takenobu-hs.github.io/downloads/ethereum_evm_illustrated.pdf
https://www.skillsoft.com/



