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Social Engineering

”The act of manipulating people into performing actions 
or divulging confidential information, rather than by 
breaking in or using technical cracking techniques.” Wikipedia



Kevin Mitnick





Social engineering nowadays

• Panel on Social Engineering - Hope Conference Series

Hope number 9 (2012)

http://www.youtube.com/watch?v=WrdrwiTlVoo


Link

http://money.cnn.com/2012/08/07/technology/walmart-hack-defcon/


Phishing 
A modern version of social engineering

”The criminally fraudulent process of attempting to 
acquire sensitive information [...] by masquerading as a 
trustworthy entity in an electronic communication.”Wikipedia

Google for Education - Stay Safe from Phishing and Scams 

http://en.wikipedia.org/wiki/Criminal
http://en.wikipedia.org/wiki/Fraud
http://en.wikipedia.org/wiki/Electronic_communication
https://www.youtube.com/watch?v=R12_y2BhKbE


Phishing on Social Networks



Phishing + Social Engineering 
= Spear Phishing



Phishing as a service a.k.a phishing kit



“Security” Questions

The problem of security questions

“A 2009 study from Microsoft Research found that acquaintances could answer 
such security questions 17 percent of the time, and strangers didn't fare too 
much worse, answering correctly within five tries 13 percent of the time, though 
that high figure may have been the result of a homogeneous sample.” 
Mat Honan - Wired

Link

http://research.microsoft.com/pubs/79594/oakland09.pdf
http://research.microsoft.com/pubs/79594/oakland09.pdf
http://research.microsoft.com/pubs/79594/oakland09.pdf
http://research.microsoft.com/pubs/79594/oakland09.pdf


Link
“Ultimately, all you need in addition to someone's e-mail address are those two easily acquired 
pieces of information: a billing address and the last four digits of a credit card on file.” 
Mat Honan - Wired 

http://www.wired.com/gadgetlab/2012/08/apple-amazon-mat-honan-hacking/all/


The AI and DeepFake era



From Information-Diving
To Open-Source Intelligence



Information Diving

”Information diving is the practice of recovering technical 
data, sometimes confidential or secret, from discarded 
material.” Wikipedia





Google Hacking 
A modern version of information diving

”Technique that uses Google Search [...] to find security 
holes in the configuration and computer code that 
websites use.” Wikipedia

Tinkernut - Google Hacks 2.0

Null Byte- Find Vulnerable Services & Hidden Info Using Google Dorks 

http://www.youtube.com/watch?v=_VWXaBq--eg
https://www.youtube.com/watch?v=u_gOnwWEXiA


OSINT - Open-Source Intelligence

”Open-source intelligence (OSINT) is a multi-
methods (qualitative, quantitative) methodology for 
collecting, analyzing and making decisions about data 
accessible in publicly available sources to be used in 
an intelligence context.” Wikipedia

OSINT Framework

https://osintframework.com/


Null Byte - Find Vulnerable Webcams Across the Globe Using Shodan

https://null-byte.wonderhowto.com/how-to/find-vulnerable-webcams-across-globe-using-shodan-0154830/

