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Cryptocurrencies



The original  
Bitcoin paper 

(2008)



A centralized ledger (Trusted Third Party)
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Blockchain as a solution to common problems  
in distributed systems 

• Transactions does propagate instantaneously and uniformly 
through the Network (might not be received in the same 
order or not even received at all)

• Nodes can join or leave the network dynamically
• Some nodes might be dishonest

➡ How to agree on a common state of the blockchain without 
any centralized authority and trusted-third party? 
(see lecture on "Blockchain Consensus")



Beyond Cryptocurrencies 
 

Towards Decentralized Applications



The original 
Ethereum Paper 

(2014)



Web 2 - The centralized Web



Web 3 - The decentralized web

smart contracts



Web3 Decentralized Applications (dApp)

• DeFi - enabling financial systems built without 
intermediaries

• Asset Management - enabling creation and exchange of 
digital assets (art, game assets, domain names, real world 
assets ...)

• Decentralized Organizations - enabling decision 
making without a centralized authority



Total cryptocurrency market cap

https://www.coingecko.com/en/charts

https://www.coingecko.com/en/charts


This course is about

• Distributed Systems - how multiples parties can agree 
on a shared state without centralized control

• Security - how to ensure integrity of this shared state 
without a trusted-third party and in the presence of 
potential adversaries

• Economics - how to incentivize these parties to 
participate in maintaining this share state in the network



Let's look at the course syllabus

https://thierrysans.me/CSCD71/

https://thierrysans.me/CSCD71/


Cryptography Toolbox



The cryptography toolbox has many building blocks . . .

. . . but here we only need (for now):
• Hashing (Commitment Scheme and Merkle Tree)
• Digital Signature



Cryptographic Hashing

H(m) = x is a hash function if
• m is a message of any length
• x is a message digest of a fixed length
• H is a non invertible function
➡ H is a lossy compression function 

necessarily there exists x, m1 and m2 |  H(m1) = H(m2) = x
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Computational Properties

✓ Given H and m, computing x is easy (polynomial or linear)

๏ Given H and x, computing m is hard (exponential)

๏ Given H, m and x, it is hard (exponential) to find m’  
such that H(m) = H(m’) = x

๏ Given H, it is hard (exponential) to find m and m’  
such that H(m) = H(m’) = x

Hm x



Commitment Scheme

A cryptographic commitment is a primitive that lets a party fix a value now while 
keeping it hidden, and reveal it later in a way that is verifiable

➡ Often described as the digital equivalent of sealing a value in an envelope

Phase 1 : Commit 

x = commit(m)

✓The commitment x requires a fixed and minimal storage (32 bytes)
✓The commitment x alone does not reveal the content of m (non reversible)

Phase 2 : Reveal and Verify

verify(x, m) = true

✓There can only be one message that matches (no collision)

x = H(m)

x == H(m)



(Naive) List Commitment Scheme

Commit several values as one commitment and prove that a value 
belongs to a collection

Phase 1 : Commit 

x = commit(m0, m1,...,mn)

Phase 2 : Reveal mi and pi to verify that mi belongs to x

verify(x, mi, pi) = true

๏ This scheme forces to reveal all messages in the proof pi

x = H(m0, m1, ..., mn)

x == H(m0, m1, ..., mn)



(Better) List Commitment Scheme  
using a Merkle Tree

Commit several values as one commitment

Phase 1 : Commit 

x = commit(m1, m2, ..., mn)

 
 
Phase 2 : Reveal mi and verify that mi belongs to x

verify(x, mi, pi) = true

✓ Small proof pi : log2(n) 
✓Does not require to reveal the other messages in the proof pi

Example for m2 
x2 = H(m2) 
x5 = H(x2, x3) 
x == H(x4, x5)
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Merkle Tree 
Example (n=3)



Digital Signatures

Only Alice can sign a message m with her secret key skA 
➡ Everybody can verify m using Alice's public key pkA

(pkA, skA) = generateKeyPair() pkA

m, sig, pkA

verify(m, sig, pkA)

sig = sign(m, skA)

pkA



Computational Properties

✓ (pk, sk) = generateKeyPair()  
is easy to compute (polynomial)

✓ sig = sign(m, skA)  
is easy to compute (either polynomial or linear)

✓ verify(m, sig, pkA)  
is easy to compute (either polynomial or linear)

๏ Finding a matching key sk, given pk is hard (exponential)

๏ Forging a valid signature without knowing sk is hard (exponential)


