Cookies and Sessions
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Security assumptions

You have absolutely no control

on the client
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Just start typing...

...and share the link above with a friend to try collaborating in real-time.

Note: This demo document will only be available for 24 hours from the time it was created. To start using
Google Docs and create your own docs, sign up for an account.
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Just start typing...

...and share the link above with a friend to try collaborating in real-time.

Note: This demo document will only be available for 24 hours from the time it was created. To start using
Google Docs and create your own docs, sign up for an account.
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Cookies

Cookies are key/value pairs sent back and forth between
the browser and the server in HT TP request and response




Anatomy of a Cookie

N Od@danm (Up to 4kb)

» May (or may not) have an expiration date
» Bound to a domain name and a path

* May have security flags (coming later)

- Can be manipulated from the client and the server




Manipulating cookies

A cookie can be modified

* on the server side
express middleware : cookie

» on the client side (unless HttpOnly flag is set)
Javascript : Document .cookie



What cookies are useful for?

» Shopping cart
* Browsing preferences
» User authentication

* [racking and advertisement
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HT TP response

Just start typing...

HT TP response

...and share the link above with a friend to try collaborating in real-time.

Note: This demo document will only be available for 24 hours from the time it was created. To start using

Google Docs and create your own docs, sign up for an account.
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The concept of session

 There is a session id (aka token)
between the browser and_the web application

* [his session id should be unique and unforgeable
(usually a long random number or a hash)

* [his session 1d Is bind to key/value pairs data



Where sessions values are stored

 Session ID s stored in a cookie

- Session key/value pairs are stored on the server



Hacking sessions
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“ Value ‘ Domain ‘ Size ! Path

+ sessionid 64313939a9chde9589fd13cel3a01ff6 localhost 418 |/

The user can create, modify, delete the session ID in the cookie

But cannot access the key/value pairs stored on the server



